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All types of Enterprises are Incorporating SW & SW-Enabled Things…
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These Changes Go Well beyond Traditional Information Technology…
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DDEFINITIONS
� Provenance*

1. The origin, or source of something
2. The history of ownership of a valued object, or work of art, or 

literature

� Pedigree*
1. A register recording a line of ancestors 
2. An ancestral line :  lineage

The origin and the history of something; broadly :  background, 
history

CONFUSION
� Many use “Provenance” for both meanings.

The provenance of a piece of data is both the custodianship as well as the 
lineage of processing and/or derivation that led to the piece of data.

**Definitions (from Merriam-Webster.com)
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Provenance
Captures chain 
of custody of 
an Artifact, 
Document or 
Record

Pedigree
Captures the 
history of how 
an Artifact or 
Document was 
produced or 
derived
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AA3A3A1A1 A2A2

A4A4

A4A4 A5A5

A6A6

Company A

Company B

Company C

A6A6

Process 
P1

Process 
P2

Provenance (Chain of Custody) of 
A6 includes Company C and 
Company B

Provenance (Chain of Custody) of 
A6 includes Company C and 
Company B

Pedigree (Lineage) of A6 includes 
the processes P1 and P2 and 
other artifacts used to create A6

Pedigree (Lineage) of A6 includes 
the processes P1 and P2 and 
other artifacts used to create A6

��
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™™™™™™™™™™™™™

udes udes

A6A6

™

P1

A3A3A1A1 A2A2

A4A4 A5A5

A6A6

Company B

Company C
A6A6

Provenance
(Chain of Custody)

Provenance
(Chain of Custody)

Pedigree
(Lineage)
Pedigree
(Lineage)

P2

A6A6

A6A6

Provenance and Pedigree provide a basis on which to 
reason about the trustworthiness of an artifact or document
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